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Confirm your identity, expected tenant, and safe device context

Read personal alerts and open the current linked work

Search, filter, and choose a view that supports the question
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How to use this guide

Read identity, tenant scope, alert privacy, and source-record discipline first. Then practice personal inbox
controls, read states, cleanup, reminders, delivery layers, privileged broadcasts, saved preference labels,

incident response, and completion verification.
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01/ PURPOSE

CONTENTS

Use alerts to find current work, not as a substitute for
source records

_

Personal inbox

Unread activity

Linked route

Delivery surface

Source record

Current notification records for the signed-in user, ordered
newest first.

Unread count and navigation badges help prioritize
attention.

An alert with a route can be opened from the inbox and
may be marked read.

The same work context can appear in the inbox, overlay,
native prompt, or supported Web Push alert.

Tasks, Meetings, Messages, and other authorized
modules hold current operational state.

It is not a complete historical archive or proof
that every prior event is visible.

Unread does not create an emergency
classification, source change, or entitlement.

The destination must still enforce current
account, role, tenant, practice, and record
access.

A delivery surface never grants new
permission or replaces the owning workflow.

Do not approve, complete, RSVP, retain, or
document a material outcome only in an
alert.

An alert is a prompt

Open the current authorized source workflow and verify its live state before acting. A title, badge, browser
banner, or push payload can be stale, dismissed, delayed, duplicated, deleted, or superseded.
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02/ ACCESS

CONTENTS

Confirm your identity, expected tenant, and safe
device context

Identity

Organization and
practice

Screen privacy

Source workflow

Content

Your own active DentalXpand account and current
session.

Expected DentalXpand tenant, organization, practice, and
operating context.

A private approved device and appropriate lock-screen
visibility.

The current linked record and legitimate action for your
role.

Minimum necessary alert information only.

A shared browser, copied notification,
screenshot, link, or another person's desktop
profile is not permission.

Notifications must not bridge Guardian
Connect and DentalXpand or unrelated
organizations, providers, clients, patients, or
employees.

Notification text can be visible even when the
application itself is protected.

An alert does not replace backend
authorization, row-level policy, storage policy,
tenant controls, or the owning record.

Never place passwords, tokens, protected
data, sensitive finance/HR detail, or
cross-tenant content in notification text.

Unexpected data is an incident

If another organization, Guardian Connect, patient, provider, client, practice, employee, or unrelated detail
appears, stop. Do not open more alerts, follow links, copy, download, forward, or screenshot it. End the affected
session according to policy and report minimum non-sensitive context.

Review roles and permissions | Review organization and practice context
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03 / COMMAND CENTER

Read personal alerts and open the current linked work

NOTIFICATION COMMAND CENTER

Review personal operational alerts without treating them as source-record
proof

Every alert belongs to the current signedt-in user
“Your nofification center shows the newest personal alerts, unread aciivity, linked workfiow context, and safe cleanup aclions

FICTIONAL TRAINING STATE

PERSONAL WORKSPACE

DentalXpand PERSONAL ALERTS Thees sak
: ‘ - Clear Three safe actions
Notifications

Reakime

o
Dashizoard

- 12

Open the linked workflow

gz Verify the live record

a Allsctivity | AN categories e Mark all read

gz Clean up deliberately

I Morning huddle starts in 20 minutes
T : - e o
Do not uss a nolmcation as & cross-fsnant lookup
mMEETING u » patn
Task due soon
I ™
TasK
Profile details saved

wro

Hewsst first Linked work remaine current Read Is an affenion atsts

Figure 1. Fictional notification command center with personal total, unread and read counts, sidebar badge, linked meeting and task alerts, search
controls, and cleanup guidance.

Open Notifications from the sidebar, header, dashboard, or the current personal route.
Read title, detail, type, and time as context only; do not assume the alert remains current.

Select a legitimate alert to follow its route. The reviewed page marks an unread alert read before navigating when a
link is present.

Verify the source record: tasks need current owner, status, priority, steps, comments, and due date; meetings need
current time, status, participants, and join details.

Return to the inbox and manage attention deliberately. Do not leave material decisions only in a notification title or
badge.
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04 / CONTROLS

CONTENTS

Search, filter, and choose a view that supports the

question

FILTER, VIEW, AND READ STATE

Find the current alert, then choose a view that makes action easy to scan

The cument center supports lext search, read-state and category fillering, classic, grid, list, and board presentation, and a saved grid-density preference

FILTER RECIPE NOTIFICATIONS
- Unread task activi
Locate one actionable alert o

4 Usea specific word Q  Search: payer followup

Unread anly

Tasks

FICTIONAL TRAINING STATE
IMPORTANT LIMIT

Search locates visible alert text. it does not broaden
‘3ceess o recoue inaccessibla history.

3 matching alerts

Choose activity state
- ™

Narrow by category Task follow-up assigned

4 Selecta display view e

Comment activity

weo

Unread board

Due-date change

oK

Workflow saved

success

Read archive

Figure 2. Fictional notifications controls showing text search, unread and task filtering, grid cards, card density, and read versus unread guidance.

Text search
known non-sensitive term.

Read state Focusing on all, unread, or read activity.

Category Narrowing to current exposed filters such as
announcements, alerts, tasks, success, warnings, info,
milestones, or birthdays.

Views Classic rows, grid cards, structured list, or read versus

unread board.

Cards per row
current screen.

Finding visible notification title and message text with a

Choosing a locally saved grid density that suits the

A result is access approval; a missing result
means data should be exposed or is permanently
absent.

Read equals task completion, approval,
escalation, or correct retention.

A category label is a security label or a full priority
policy by itself.
Changing the view changes record access,

ownership, or source truth.

The setting follows the user across browsers or
devices, or that it is a role control.

Search stays personal and scoped

Do not use a person, client, provider, organization, or task name to discover alert content outside your legitimate

scope. Search is a navigation aid, not a data-discovery tool.
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05/ READ STATE AND CLEANUP

Acknowledge alerts without confusing inbox state
with source-work state

_ Current reviewed behavior Required discipline

Mark one read

Mark all read

Delete one

Clear all

Local display conflict

Available per alert, or triggered when a linked unread
alert is opened.

Updates unread notification records for the current
user.

Removes the notification record from the personal
inbox.

Removes the current user's notification records from
the inbox.

The Ul can update before a later refresh confirms
persistent state.

CONTENTS

Read state organizes attention. It does not
complete, approve, retain, or resolve the source
work.

Use after review or intentional triage; do not
make it a shortcut for unreviewed work.

It does not delete the linked task, meeting,
message, person, source record, or separate
retention duty.

Treat as consequential housekeeping, not proof
that related work or retention needs have
disappeared.

Refresh once, avoid repeated clicking, and
report a non-sensitive symptom if the conflict
persists.

Keep the record of work in the owning workflow
After acknowledging an alert, record material action, decision, completion, exception, or outcome in Tasks,

Meetings, or the proper authorized module. A notification is not a shadow system of record.

Continue to Tasks | Continue to Meetings

DentalXpand Learning Center
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06 / REMINDERS

Use near-term prompts to open current meeting, task,
and personal work

REMINDER TIMELINE FICTIONAL TRAINING STATE
Use meeting, task, and personal reminders as prompts to open the current
work :,\ee: nd tas

While an authorized session is aclive, the app checks upcoming work and schedules current reminders for items in its near-term window.

UPCOMING WORK IN-APP OVERLAY
. - 10:00
Fictional Operations Standup What you can do
Meeting in 5 minutes
20 2 us o1 wow
09:30 s 03:55 09:59 10:00 Dizmiz View
Task due in 20 minutes.
K Assigne al payer
MT Meeting T Assigned task R Personal reminder
View

‘seaslon boundary

what changes vmat acas not snangs

Figure 3. Fictional reminder timeline with 30, 20, 5, and 1 minute meeting prompts, task and personal reminder cards, in-app overlay actions, and
session boundary guidance.

Reminder path Reviewed current behavior

Meeting Future reminders are scheduled at 30, 20, 5, and 1 Open the Meeting record to confirm current
minutes before upcoming meetings returned in the time, status, participants, and authorized join
near-term window. details.

Assigned task Unfinished tasks assigned to the signed-in user in the Open Tasks to verify assignment, due date,
near-term due-date window use the same four reminder priority, status, steps, and current next action.
intervals.

Personal reminder Active personal reminders in the user's near-term window Use the prompt to revisit the intended work; it
use those intervals plus an at-time reminder. does not create an audit record or

authorization decision.

Polling The near-term check starts at sign-in and repeats each Closed sessions, past intervals, sleep mode,
minute while the authorized application session is active. permission, connectivity, and device behavior
can change what appears.
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07 / DELIVERY

CONTENTS

Understand browser, desktop, and Web Push

conditions

DESKTOF ALERTS AND WEE PUSH

Understand delivery layers before relying on a browser or device alert

DentalXpand can request nofification permission,

SUPPORTED DELIVERY PATH

show browser or Electron desklop alerts when available, and register supported browsers for Web Push

From a legitimate event to a device prompt

1 2

Authorized session starts

BROWSER STATE

Permission decision

3 a

Current event oceurs Browser or deskiop lert

s il grant 3 user acce

FICTIONAL TRAINING STATE
NEVER ASSUME DELIVERY

ter state,
and event rouding all

FICTIONAL DEVICE CHECK
Verify the actual browser

Aowe

Browser notification permission

Optional Web Push

Servioe worker reistration

oEPENDS

Web Push subseription

exvERNAL

Operating-system foeus moda

00 not use & device notmaation as the onty contral for safoty-crticl.
compllancs, or patintimpscting wart.

Figure 4. Fictional delivery path from authorized session and permission through a current event, browser or desktop alert, optional Web Push
subscription, and device checks.

Permission

Native alert

Web Push registration

Push click

Inactive app

The app requests browser notification permission when
the browser permission remains undecided at an eligible
logged-in session.

The service uses Web Notification API when granted and
tries Electron notification first when its bridge is available.

Supported browsers can register the service worker,
obtain the public VAPID key, create or reuse a
subscription, and send it to the authenticated backend.

The service worker can focus an existing app window or
open the route included in push data.

Web Push can support a subscribed browser for
backend-sent events; overlays and in-app polling need
the active session.

DentalXpand Learning Center

Use browser site settings to allow or block on
an approved private profile; do not borrow
another person's profile.

Browser support, site permission,
operating-system focus mode, lock-screen
privacy, sound, and device policy.

Browser support, permission, service worker,
VAPID configuration, authenticated API
access, subscription, backend, and
connectivity.

The route still needs current account, tenant,
role, page, and record authorization.

Do not assume every alert or reminder
arrives after the app closes.
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08 / BROADCASTS AND PREFERENCES

Use privileged communication and saved account
labels with clear limits

ADMIN EROADCASTS AND SAVED PREFERENCES

Use broadcast and settings controls only within their intended authority

The cument Nofifications screen exposes the broadeast cantrol for admin and super-admin Ul roles; Sefiings stores account-level nolification preference labels separately from browser

permissions.

ADMIN | SUPER ADMIN UI
System broadcast

eno me

Fictional schedule update

caTEsORY

Announcement

wes suoE

Use the current werkspace for approved updates. Review your assigned work and mesfing records for ful 0pes e
datail

Urgent pratocol

SETTINGS | NOTIFICATIONS

Saved account preferences

Email nofifications

Desktop notifications
v Deskiop

a1 patian
Task updates

New messages

Product updates

«©

(NS S~ broadcast

CONTENTS

FICTIONAL TRAINING STATE

ROLE BOUNDARY
Visible client cantrols

EEFORE SENDING
Broadcast discipline

oy Usetheright audience

g2 Keep the source record current

3 Expectnommal delivery imits

8 88 8

Do not use brosncast t briogs Guarian Gonnact and Dentatxpand

Figure 5. Fictional privileged broadcast form with title, category, message, urgent state, saved preference labels, and broadcast safety guidance.

Broadcast

Audience

Urgent

Saved preference
labels

The Notifications Ul exposes the broadcast control when
the current Ul role is admin or super admin; it accepts
title, message, category, optional urgent state, and an Al
text-polish action.

The reviewed client send flow creates notifications for
active user records.

The current reviewed flow can request a native
notification for the active sender.

Settings offers saved email, desktop, task, message, and
product-update preference labels.

DentalXpand Learning Center

Use only for legitimate operational
communication. Do not include protected
records, credentials, tokens, sensitive
HR/finance content, or cross-tenant data.

In multi-tenant deployment, server-side
authorization and tenant targeting must
restrict the audience to the intended
organization. Visible client role Ul is not
enough.

It cannot override recipient browser
permission, focus mode, device policy,
session state, or tenant authorization.

Those labels are separate from browser and
operating-system permission and do not by
themselves guarantee or suppress every
delivery path.
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09 / TENANT SECURITY

Keep personal alerts, delivery, routes, and content in
the intended scope

FICTIONAL TRAINING STATE
PRIVACY, TENANT BOUNDARIES, AND INCIDENT RESPONSE

Keep alerts inside the intended account, organization, and source workflow e

forward i, o

A noification, badge, deskiop banner, link, or Web Push payload is a delfivery surface. It must never become a shoricut around identity, fenant isolation, or source-record authorizalion

AUTHORIZED ALERT PATH UNEXPECTED DATA
What must remain true Respond without widening exposure
Differenttenan, Gusrdian Conneat, or unrelsted
patizntiprovidericlient information 3ppears
1 2 3 4 5 Stop. D - " - n
Identity Tenant context Notfication rzcord Delivery surfase Linked route
o R PR — S - . o Preserve only safecontext
End the session
o .

Alert link is not permission

Only the intended user
PERSONAL

RoutE

Repart immediately

Device delivery is scoped Use minimal detail
PusH ° comrENT

‘Atsrts are operatianat prompte, not dats-sxport toots

Figure 6. Fictional notification security view with identity, tenant context, personal alert ownership, delivery surface, linked route authorization, and
incident response.

Identity The signed-in user acts through their own account and active session. Shared devices and
copied browser profiles require separate care.

Notification ownership Personal inbox and realtime delivery remain limited to the intended user's authorized notification
records; badges, banners, and push endpoints must not expose another person's alerts.

Tenant context Expected DentalXpand organization, practice, provider, client, and work context remain correct.
Guardian Connect and unrelated tenant data must not appear.

Linked route An alert route continues to enforce role, page, organization, practice, record, storage, and
row-level authorization. A deep link is navigation, not entitlement.

Push subscription The subscription belongs to the registered browser endpoint and authenticated setup. It is not a
data-export channel and should not be shared across profiles.

Content Title and message use minimum necessary detail and do not leak protected or cross-tenant data
to lock screens, shared devices, screenshots, logs, or support tickets.
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10 / TROUBLESHOOT

Resolve expected notification states without
bypassing access

What yor see Corect first reshonse

No permission prompt

No desktop alert

No reminder

Push absent after close

Alert route unavailable

Unexpected tenant data

Permission may already be granted or blocked,
browser policy may prevent prompts, or the session
may not be eligible.

Permission, browser support, Electron state, focus
mode, device settings, sound, connection, event
timing, or session state.

ltem is outside the near-term window, past an interval,
inactive, not assigned to current user, unavailable to
session, or affected by permissions/connectivity.

Browser capability, permission, service worker, VAPID,
backend, subscription, connection, device policy, or
event sender can be missing.

Record changed, session stale, role/scope policy
denies, or route no longer applies.

Potential policy, cache, storage, API, push, browser, or
configuration isolation issue.

Review Team Messages | Review Tasks | Review Meetings

DentalXpand Learning Center

Check the browser's site settings in your own
approved profile. Do not keep clearing data
or use another person's profile.

Open the inbox and source workflow first,
then check browser and device settings using
safe non-sensitive context.

Verify current task, meeting, or personal
reminder data. Do not assume work is
cancelled or completed because an alert was
absent.

Verify safe browser registration state and
report the non-sensitive symptom. Do not
expose VAPID keys, tokens, endpoint data,
or another person's device details.

Respect the response, refresh your own
session, confirm expected tenant and role,
then contact the authorized administrator or
support.

Stop immediately, avoid more exposure, end
the session per process, and report minimum
non-sensitive context.

CONTENTS
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11/ COMPLETION

Verify safe notification handling

| can distinguish personal inbox records, unread badges, linked source routes, in-app overlays, native browser or
desktop prompts, and Web Push delivery as separate surfaces.

I confirm my own account, expected DentalXpand organization and practice context, and safe device environment
before acting on an alert.

| can search, filter by current read and category states, and choose classic, grid, list, or board view without treating
those controls as authorization decisions.

| know opening an alert may mark it read and navigate, but the destination still authorizes my account and the
source record remains current authority.

| can mark read, delete, or clear notifications without assuming any related task, meeting, record, retention, or
compliance duty disappeared.

| understand current near-term reminder timing and that in-app polling and overlays rely on the active authorized
session.

| know browser, Electron, and Web Push delivery need permission, device/browser support, service worker/VAPID
setup, authenticated registration, connectivity, and a relevant event sender.

| know privileged broadcasting must use server-side role and tenant-aware audience controls, and saved
preference labels are separate from browser/OS permission.

| stop and report if Guardian Connect, another tenant, patient, provider, client, practice, employee, or unrelated data
appears unexpectedly.

Ready for the next workflow
Continue to Documents to learn how files, folders, previews, downloads, deletion, and storage boundaries
should be handled with the same tenant-safe discipline.
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12 / CONTINUE

Continue through DentalXpand learning

Tasks guide Meetings guide Documents guide

Tasks guide Meetings guide Documents guide All resources

Related lessons

Use the Dashboard command center

Understand roles, permissions, and access boundaries
Understand organization and practice context

Use team messages, conversations, and attachments

Manage documents, files, folders, and previews

Website guide: Manage notifications, reminders, and push alerts
Support: support@xpand.dental
Website: xpand.dental
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